TALCURA TECHNOLOGIES INC.PRIVACY POLICY
Effective Date: JUNE 21, 2018
INTRODUCTION
Talcura Technologies Inc. ("Talcura") respects your privacy and is committed to protecting it in
accordance with applicable laws and using generally-accepted industry practices. This Privacy Policy
explains who we are, how we collect, share, and use personal information about you, and how you can
exercise your privacy rights. For purposes of this Privacy Policy, “Personal Information” means any
information relating to an identified or identifiable individual (e.g., name, address, email address, or
phone number).
If you have any questions or concerns about our use of your Personal Information, please contact us at
using the contact details provided below.
Talcura is a provider of cloud-based software services that help companies manage and optimize their
recruiting and hiring processes, headquartered in Toronto, Ontario, Canada. We have separated this
Privacy Policy into two sections, one that explains how Talcura collects and uses the Personal
Information of visitors to our website (the “Website Privacy Policy”),www.talcura.com, and one that
explains how our customers use our talent management software platforms (the “Services”) to collect
Personal Information from individuals who are either job applicants or employees of our customers (the
“Services Privacy Policy”). Please note that the data controller of Personal Information collected through
our website is Talcura Technologies Inc., and the data controller of Personal Information collected
through our Services is the Talcura customer who has purchased our Services.
Website Privacy Policy
PERSONAL INFORMATION WE COLLECT
Talcura may collect the following information, including Personal Information from and about you:
From your interaction with Sales, Marketing, and Customer Support: We collect Personal Information
such as your name, company name, email address, phone number, and billing information when you
request a demo of our Services, or request sales information or customer service.
Cookies, Scripts and Related Technologies: When you visit our website, www.talcura.com, we and our
third-party service providers receive and record Personal Information that you may have provided and
your digital signature, such as your IP address. The technologies we use to track your movements
around our website include cookies, tracking scripts and pixels, and tagging technologies, which we may
employ to understand your preferences, improve your experience on our website, etc.
Collection of Data by Advertisers: We may also use third parties to serve ads on our website or to
manage our advertising on other sites. Certain third party partners may automatically collect
information about your visits to this and other websites, your IP address, your ISP, the browser you use
to visit our website (but not your name, address, e-mail address or telephone number). They do this by
using cookies, pixel tags or other technologies. Information collected may be used, among other things,
to deliver advertising targeted to your interests and to better understand the usage and visitation of our
website and the other sites tracked by these third parties. This policy does not apply to, and we are not

responsible for, cookies or pixel tags in third party ads, and we encourage you to check the privacy
policies of advertisers and/or ad services to learn about their use of cookies and other technologies.
HOW TALCURA USES YOUR PERSONAL INFORMATION
We may use the information that we collect about you and from you, including Personal Information, for
the following purposes:
●

To customize our website: We seek to improve your experience with our website. As a result,
we will analyze data we collect about your use of the website.

●

To communicate with you: If you request more information about our products, we will contact
you using the information you provide us. We may also send you information about products
and services that may be of interest to you, with your prior opt-in consent where required by
applicable law.

●

To aggregate data: We may anonymize and aggregate data collected through our website and
to create statistics that may be used for any purpose, provided that such statistics do not
identify any customers or individuals or contain any Personal Information.

HOW TALCURA MAY DISCLOSE OR SHARE YOUR INFORMATION
We do not sell or otherwise disclose Personal Information we collect about you, except as described in
this Website Privacy Policy or as we disclose to you at the time this information is collected. As described
in more detail below, we may share your Personal Information:
●

with our partners and third-party service providers. We authorize these service providers to use
or disclose the information only as necessary to perform services on behalf of Talcura (for
example, to support the delivery of, provide functionality on, or help to enhance the security of
our Website). We require these service providers by contract to safeguard the privacy and
security of Personal Information that they process on our behalf;

●

to any competent law enforcement body, regulatory, government agency, court or other third
party where we believe disclosure is necessary (i) as a matter of applicable law or regulation, (ii)
to exercise, establish or defend our legal rights, or (iii) to protect your vital interests or those of
any other person;

●

to an acquirer, successor, or assignee as part of any merger, acquisition, debt financing, sale of
assets, or similar transaction, or in the event of an insolvency, bankruptcy, or receivership in
which information is transferred to one or more third parties as one of our business assets,
provided that we inform such third parties that they must use your Personal Information only
for the purposes disclosed in this Website Privacy Policy ; and

●

to any other person with your consent to the disclosure.

Our website may contain links to third party websites or third party applications (“apps”). When you
click on a link to any other website, app or location, you will leave our website and go to another site
and another entity may collect Personal Information or anonymized data from you. We have no control
over, do not review, and cannot be responsible for, these outside websites or their content. Please be
aware that the terms of this Website Privacy Policy do not apply to these outside websites, apps or

content, or to any collection of your Personal Information after you click on links to such outside
websites or apps. We encourage you to read the privacy policies of every website you visit or app you
use. The links to third party websites, apps or locations are for your convenience and do not signify our
endorsement of such third parties or their products, apps, content or websites.
HOW TALCURA HOLDS AND SECURES YOUR INFORMATION
We care about the security of your Personal Information, and take appropriate steps including technical
and organizational measures to ensure that your Personal Information is treated securely and in
accordance with this Website Privacy Policy. The measures we use are designed to provide a level of
security appropriate to the risk of processing your Personal Information.
INTERNATIONAL DATA TRANSFERS
Your personal information may be transferred to, and processed in, countries other than the country in
which you are resident. These countries may have data protection laws that are different to the laws of
your country (and, in some cases, may not be as protective).
Specifically, our Website servers are located in Canada, and our third party service providers and
partners operate around the world. This means that when we collect your personal information we may
process it in any of these countries.
However, we have taken appropriate safeguards to require that your personal information will remain
protected in accordance with this Website Privacy Policy. Talcura complies with Personal Information
Protection and Electronic Documents Act (PIPEDA), the EU-U.S. Privacy Shield Framework and the
Swiss-U.S. Privacy Shield Framework as set forth by the U.S. Department of Commerce regarding the
collection, use, and retention of personal information transferred from the European Union and
Switzerland to the United States.
If you are a visitor from the European Economic Area, our legal basis for collecting and using the
personal information described above will depend on the Personal Information concerned and the
specific context in which we collect it.
However, we will normally collect Personal Information from you only where we have your consent to
do so, where we need the Personal Information to perform a contract with you, or where the processing
is in our legitimate interests and not overridden by your data protection interests or fundamental rights
and freedoms. In some cases, we may also have a legal obligation to collect Personal Information from
you or may otherwise need the Personal Information to protect your vital interests or those of another
person.
If we ask you to provide Personal Information to comply with a legal requirement or to perform a
contact with you, we will make this clear at the relevant time and advise you whether the provision of
your Personal Information is mandatory or not (as well as of the possible consequences if you do not
provide your personal information).
Similarly, if we collect and use your Personal Information in reliance on our legitimate interests (or those
of any third party), we will make clear to you at the relevant time what those legitimate interests are.

If you have questions about or need further information concerning the legal basis on which we collect
and use your personal information, please contact us at privacy@talcura.com.
HOW LONG TALCURA RETAINS YOUR PERSONAL INFORMATION
We retain Personal Information we collect from you where we have an ongoing legitimate business
need to do so (for example, to provide you with a service you have requested or to comply with
applicable legal, tax or accounting requirements).
When we have no ongoing legitimate business need to process your Personal Information, we will either
delete or anonymize it or, if this is not possible (for example, because your Personal Information has
been stored in backup archives), then we will securely store your Personal Information and isolate it
from any further processing until deletion is possible.
YOUR DATA PROTECTION RIGHTS
You have the following data protection rights:
●

If you wish to access, correct, update or request deletion of your Personal Information, you can
do so at any time by contacting us at privacy@talcura.com.

●

In addition, if you are a resident of the European Union, you can object to processing of your
Personal Information, ask us to restrict processing of your Personal Information or request
portability of your Personal Information. Again, you can exercise these rights by contacting us at
privacy@talcura.com.

●

You have the right to opt-out of marketing communications we send you at any time. You can
exercise this right by clicking on the “unsubscribe” or “opt-out” link in the marketing e-mails we
send you. To opt-out of other forms of marketing (such as postal marketing or telemarketing),
then please contact us at privacy@talcura.com.

●

Similarly, if we have collected and process your Personal Information with your consent, then
you can withdraw your consent at any time. Withdrawing your consent will not affect the
lawfulness of any processing we conducted prior to your withdrawal, nor will it affect processing
of your Personal Information conducted in reliance on lawful processing grounds other than
consent.

●

You have the right to complain to a data protection authority about our collection and use of
your Personal Information. For more information, please contact your local data protection
authority.

We respond to all requests we receive from individuals wishing to exercise their data protection rights in
accordance with applicable data protection laws.
Services Privacy Policy
This Services Privacy Policy does not apply to our customers, who manage the Personal Information they
collect through our Services in accordance with their own privacy policies. Talcura only processes the
Personal Information that is stored in our Services as a data processor on behalf of our customers and in
accordance with their instructions (as defined in our customer agreements), and we have no direct

relationship with the individuals whose Personal Information we process in connection with our
customers’ use of our Services. For example, if you apply to a job posted on a career page of a
prospective employer that is one of our customers, your Personal Information will be automatically
transferred to Talcura. However, the prospective employer is the data controller and you should contact
that entity directly with any questions you may have regarding its privacy policies or data processing
practices, and if you want to modify your Personal Information, restrict its processing, or delete it from
our Services.
PERSONAL INFORMATION WE PROCESS
Talcura processes certain Personal Information input or uploaded into our Services by our customers’
employees and prospective employees, including contact information, employment history, education
information, resumes, interview feedback, and communications.
Talcura will use such Personal Information only as necessary to provide and deliver the Services to the
customer, to prevent or address any service or technical issues, to respond to a customer’s support
request, or for any other purpose provided for in the customer agreement, or in accordance with or as
may be required by law.
HOW TALCURA USES YOUR PERSONAL INFORMATION
Talcura may access or use the Personal Information collected through the Services for a range of
reasons, which may include:
●

To provide, operate, optimize and maintain the Services;

●

To address customer questions and support requests;

●

To manage Talcura’s platform, system administration and security;

●

To compile aggregated statistics about the operation and use of the Services and to better
understand the preferences of our customers;

●

To send customers technical alerts, reports, updates, security notifications and other
Service-related communications;

●

To carry out research and development to improve our products and services;

●

To investigate and prevent fraud, unauthorized access or use of Services, breaches of terms and
policies, and other wrongful behavior;

●

To carry out other legitimate business purposes, as well as other lawful purposes about which
Talcura will notify You.

HOW TALCURA MAY DISCLOSE OR SHARE YOUR INFORMATION
We do not sell or otherwise disclose Personal Information we process in our Services, except as
described in this Services Privacy Policy or as we disclose to you at the time this information is collected.
As described in more detail below, we may share your Personal Information:
●

with third-party data subprocessors. We authorize these subprocessors to use the information
only as necessary to assist Talcura in providing the Services (for example, to provide cloud

storage services, interview calendaring, support ticketing, or to help to enhance security). We
require these subprocessors by contract to safeguard the privacy and security of any Personal
Information that they process on our behalf;
●

to any competent law enforcement body, regulatory, government agency, court or other third
party where we believe disclosure is necessary (i) as a matter of applicable law or regulation, (ii)
to exercise, establish or defend our legal rights, or (iii) to protect your vital interests or those of
any other person;

●

to an acquirer, successor, or assignee as part of any merger, acquisition, debt financing, sale of
assets, or similar transaction, or in the event of an insolvency, bankruptcy, or receivership in
which information is transferred to one or more third parties as one of our business assets,
provided that we inform such third parties that they must use your Personal Information only
for the purposes disclosed in this Services Privacy Policy; and

●

to any other person with your consent to the disclosure.

Our customers may choose to integrate their Talcura accounts with other third party service providers.
While we try to choose integration partners that share our standards for privacy, their websites and
services are outside of our control and are not covered by this Services Privacy Policy, and we are not
responsible for their content, security, or privacy practices.
HOW TALCURA HOLDS AND SECURES YOUR INFORMATION
We care about the security of your Personal Information, and take appropriate steps including technical
and organizational measures to ensure that your Personal Information is treated securely and in
accordance with this Services Privacy Policy. The measures we use are designed to provide a level of
security appropriate to the risk of processing your Personal Information, and to protect it loss, misuse,
and unauthorized access, disclosure, alteration, and destruction. Such measures shall include, as
appropriate:
●

the pseudonymization and encryption of Personal Information;

●

the ability to ensure the ongoing confidentiality, integrity, availability and resilience of
processing systems and services;

●

the ability to restore the availability and access to Personal Information in a timely manner in
the event of a physical or technical incident;

●

a process for regularly testing, assessing and evaluating the effectiveness of technical and
organizational measures for ensuring the security of the processing.

INTERNATIONAL DATA TRANSFERS
Your Personal Information may be transferred to, and processed in, countries other than the country in
which you are resident. These countries may have data protection laws that are different to the laws of
your country (and, in some cases, may not be as protective).

Specifically, Services are hosted on servers located in the United States, and Talcura and its
subprocessors are in the United States as well. This means that your Personal Information is processed
in the United States.
However, we have taken appropriate safeguards to require that your personal information will remain
protected in accordance with this Website Privacy Policy. Talcura complies with Personal Information
Protection and Electronic Documents Act (PIPEDA), the EU-U.S. Privacy Shield Framework and the
Swiss-U.S. Privacy Shield Framework as set forth by the U.S. Department of Commerce regarding the
collection, use, and retention of personal information transferred from the European Union and
Switzerland to the United States.
We will ensure that where other non-EEA service providers, including subprocessors, have access to
Personal Information outside of the EEA, that they too commit to provide the same level of protection
as the Privacy Shield Principles.
If your use of the Services requires Talcura to process Personal Information falling within the scope of
GDPR, you may obtain and execute Talcura’s Data Processing Addendum (“DPA”) by contacting us at
privacy@talcura.com.
If you are a visitor from the EEA, our legal basis for collecting and using the personal information
described above will depend on the Personal Information concerned and the specific context in which
we collect it.
However, we will normally collect Personal Information from you only where we have your consent to
do so, where we need the Personal Information to perform a contract with you, or where the processing
is in our legitimate interests and not overridden by your data protection interests or fundamental rights
and freedoms. In some cases, we may also have a legal obligation to collect Personal Information from
you or may otherwise need the Personal Information to protect your vital interests or those of another
person.
If we ask you to provide Personal Information to comply with a legal requirement or to perform a
contract with you, we will make this clear at the relevant time and advise you whether the provision of
your Personal Information is mandatory or not (as well as of the possible consequences if you do not
provide your personal information).
Similarly, if we collect and use your Personal Information in reliance on our legitimate interests (or those
of any third party), we (or the relevant third party) will make clear to you at the relevant time what
those legitimate interests are.
If you have questions about or need further information concerning the legal basis on which we collect
and use your personal information, please contact us at privacy@talcura.com.
HOW LONG TALCURA RETAINS YOUR PERSONAL INFORMATION
We retain Personal Information we process where we have an ongoing legitimate business need to do
so (for example, to provide you with a service you have requested or to comply with applicable legal, tax
or accounting requirements).
When we have no ongoing legitimate business need to process your Personal Information, we will either
delete or anonymize it or, if this is not possible (for example, because your Personal Information has

been stored in backup archives), then we will securely store your Personal Information and isolate it
from any further processing until deletion is possible.
Any Personal Information we process on behalf of our customers is retained in accordance with the
timeframes set out in the relevant customer agreements.
YOUR DATA PROTECTION RIGHTS
You have the following data protection rights:
●

If you wish to access, correct, update or request deletion of your Personal Information, you can
do so at any time.

●

In addition, if you are a resident of the European Union, you can object to processing of your
Personal Information, ask us to restrict processing of your Personal Information or request
portability of your Personal Information.

●

Similarly, if Personal Information was collected with your consent, then you can withdraw your
consent at any time. Withdrawing your consent will not affect the lawfulness of any processing
conducted prior to your withdrawal, nor will it affect processing of your Personal Information
conducted in reliance on lawful processing grounds other than consent.

●

You have the right to complain to a data protection authority about the collection and use of
your Personal Information. For more information, please contact your local data protection
authority.

Please note that you should direct any requests related to the data protection rights described above to
the Talcura customer who holds the relevant Talcura account. As a data processor of any Personal
Information stored and processed on the Services, Talcura will not be able to respond directly to such
requests and will refer any such requests to the relevant Customer.
CHILDREN’S PRIVACY
We do not knowingly collect, maintain, or use Personal Information from children under 13 years of age,
and no part of our website is directed to children under the age of 13. We will take steps to delete it if
we learn we have inadvertently collected it.
If you learn that your child has provided us with Personal Information without your consent, you may
alert us at privacy@talcura.com. If we learn that we have collected any Personal Information from
children under 13, we will promptly take steps to delete such information and terminate the child’s
account.
UPDATES TO THIS PRIVACY POLICY
We may update this Privacy Policy from time to time in response to changing legal, technical or business
developments. When we update our Privacy Policy, we will take appropriate measures to inform you,
consistent with the significance of the changes we make. We will obtain your consent to any material
Privacy Policy changes if and where this is required by applicable data protection laws.

You can see when this Privacy Policy was last updated by checking the “last updated” date displayed at
the top of this Privacy Policy.
CONTACT INFORMATION
If you want to provide comments or questions about our Privacy Policy, or to exercise your rights, feel
free to contact us at privacy@talcura.com, or at the mailing address below.
Talcura Technologies Inc.
ATTN: Legal
2900 John St, Unit 2B
Markham, ON
L3R 5G3

